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E-mail: info@aras.dk
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Aras Security A/S
Vardevej 1

9220 Aalborg gst
Denmark

Product documentation, capacity and classification

Security grade 3
+ SV\_( Class 3
+ VSO Class 1

Environmental class I1

Tested in accordance with the
following standards:

SS-EN ISO/IEC 17067:2013

TS 50131-3:2003

EN 50131-6:1998

EMC:

EN 61000-3-2, EN 61000-3-3

EN 55011, EN 55022, EN 55014

EN 61000-4-2 to -6, EN 61000-4-8 to -9
EN 61000-4-11

EN 61000-6-1 to -4 (excluding clicks)
EN 50081-1 and -2

EN 50082-1 and -2

EN 300386

EN 55024

EN 60950, EN 61010-1

EN 50130-4/A1:1998/A2:2003

EN 61000-6-2:2001/EN 50130-4:1995
Environment:

IEC 60950-1:2001

Priorities for alarm profiles:
Threat

Assault

Sabotage

Burglary

Fire

Technical

Warning

System Error

NN AWN

Default setting for alarm and user

Burglary: An entrance is blocked after the first
burglary alarm in activated alarm.
Reset by acknowledgment.

Sabotage: An entrance is blocked by the first
tamper alarm in all modes.

Reset by acknowledgment.

System error: An entrance blocked after first system
error alarm in all modes.
Reset by acknowledgment.

Error code:  After 5 incorrect login attempts, the
control unit will be blocked for 15
minutes. An additional attempt will
block for another 15 minutes.

Service: A user associated with a service profile,
will only gain access if the system is put
in one of the service modes, 1, 2 or 3,
by a main user
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Descriptions

This manual describes how the NOX integrated burglar alarm system is operated, how users
arm and disarm areas, and how to deal with messages and alarm from the system.

This user manual is complete, however, there are some user menus on the control panel
which may differ in appearance as they are determined by the rights of the user. Therefore,
the menu may have another appearance for users with limited rights.

This manual will use the default system setup. It is possible for the installer to change cer-
tain options, in which case these changes are not necessarily present in this manual.

Key pad Extended numeric keys on the control panel.
Arrow buttons “Up” and “down” buttons for navigation in the menu structure.
Function key The two keys below the display. The function of the key will vary de-

pending on menu status and which menu you are in.

Area The combination of a number of inputs to a group of inputs or detec-
tors is called an area. All detectors in an area can then easily be armed
or disarmed by arming or disarming the area.

Devices All devices connected to our system (e.g. NOX 104, NOX CMU, etc.)
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Control panel

Use of control panel

Graphic display with white back light

Function and scroll keys

Numeric keys
“Clear” and “Enter” keys

In case of alarm, the internal buzzer in the control panel starts sounding. The display will
show detailed information. The buzzer stops when the “silent” function key is pressed or the

alarm is viewed.

If there are multiple screens to display (e.g. viewing log or selecting areas), a nhumber show-
ing the total amount of items is displayed in the first line (including the current item). To

directly jump to an item, enter the number on the keypad and press “E” (enter). The system
will then jump to that item and display it on the screen.

Usage of the keypad

Log in at CPA: insert a valid user code and confirm with the key ,E".

Status LEDs, displays armed / disarmed or open / closed —
- -» and flashing as temporary condition fx entry/exit time
~~®  Function key to set to disarmed

Function key to set to armed
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Door opener with a key pad:
Insert a valid user code
Confirm with enter key “"E” — the door opener is activated

Arm-/Disarm with the key pad:
Insert a valid user code
Confirm with enter key “E”

\

To arm press the function key with the closed latch ,,

To disarm press the function key with the open latch ,,D‘

Accessing the main menu

To access the main menu, a correct user code is required. The main menu might differ from
user to user as the user rights differ.

Notice: If 5 invalid user codes are entered within 3 minutes (adjustable), the control panel
locks itself and will not accept further codes (invalid or valid) for 3 minutes.
Additional error codes will cause the system to block for a longer time (the system can be set
up to trigger a tamper).

To unlock the control panel, it's necessary to make an alarm or wait until the unlocking time
has been reached. This time will be shown on the control panel by a time-counter.

If 36 invalid codes are entered within 12 hours, the control panel will lock for 12 hours.

All time settings are adjustable!
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When no user is logged in, the following display is visible:

09.10.2004

Main display

If the buzzer is sounding, it will display “silent” on the right function key.

Main display with silent

To stop the buzzer press this function key. (NOTE: this only stops the buzzer, nothing else)

If your system is in service mode, this will be shown on the main screen:

SERVICE 1 00
SERVICE 2
SERVICE 3

To start any operation on the panel enter the 4 to 8 digit user code and press the “enter”
key (E) on the key pad.

If your system is in maintenance (service) the current selected service level will be presented
on the main screen.
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Duress

If you are in duress, you can add 1 to the last digit of your code. This will send a quiet du-
ress alarm to the alarm monitoring station. This alarm will not be visible on the control panel
until you log in with your normal user code.

9999 -> 9990 only the last digit will change

Example:

Normal code Duress code
1000 1001

3456 3457
456789 456780

How to acknowledge a duress alarm:

Since the duress alarm is not visible while the user with duress is logged in, a normal user
code has to log in. Then the duress alarm can be acknowledged the same way any other
alarm is acknowledged.

General information on access codes:

The system uses logical codes, from 1 digit up to 10. The default setup is a minimum of 4
digits. Depending on customer requirements, this can be changed to 6 or 8 digits, which will
increase the security of the code

It is not allowed to start a user code to 0.

There can not be a combination of logical and physical keys.
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Main menu

The main menu is divided into seven sub menus. Whenever a user logs in, the main screen
is displayed. The up and down keys allow to circle through the menus.

NOTE: Depending on your pre-configured user rights, some menus many not be
accessible. Menus like “alarms” and “warning” are only displayed when an alarm
or a warning has been issued.

Alarms
Lets you view and acknowledge
alarms on the system.

Warnings

Shows any problem with your sys-
tem (e.g. AC power loss). Also
shows any disabled detectors.

Areas

Shows the status of the areas of
your system. let’s you arm and dis-
arm areas.

Logs
Informs you about any status
change of the system.

User
Let’s you manage your codes.

Time profiles

ent access times for areas
and codes.

Service
Functions for service

available).

“Select” and “logout” are the two function keys available in the main menu.

To select a menu item press the function key below the menu item.

If you press “logout”, the software will return to the main screen where you have to enter
your code again to gain access to the system.

Let’'s you manage the differ-

personnel (normally not
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Menu: Alarm

The alarm menu is activated whenever an alarm is triggered from any active detector in the
system. In this menu detailed alarm information can be requested and alarms can be ac-
knowledged.

- - 5 -
q <<< i I"II: iid EIEI. o alarm
2kl khall
EIIEITI"IS |:> motement detector
B cclect BN losout 1l | BECCEES  SETEE

2k = hall
Alarm information display

Xy

The information display shows the total humber of active (not acknowledged) alarms in the
top row of the display. It also shows time, date, room (area) and which detector triggered
the alarm.

Acknowledge alarms

Click “select” in the alarm information display and the acknowledgement display is shown:

o e W B i B L
intrusion alarm it rusion alarm
entry khall —
PSS oEd Sk or |:> Scknoull edde
Sk bhall ackniwledas a1l
ACE T

Acknowledgement display

It is now possible to acknowledge a single alarm or alternatively acknowledge all alarms at
once. If there is a problem acknowledging an alarm, this will be shown:

Possible problems acknowledging alarms:

e User has no right to acknowledge an alarm of a specific type
(solution: use another user code with more rights)

e The detector is still active and the area is still armed
(solution: disarm the area or try to make the detector not active anymore)
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Menu: Warnings

Shows system warnings. A system warning can be a system problem, which has a very low
priority (e.g. AC loss - up to 30 minutes). It is not able to acknowledge a warning, the warn-
ing will be automatically acknowledged once the problem is resolved (e.g. by restoring AC).

A warning is also generated as long there is a deactivated detector. The warning will be re-
moved as soon as the detector is reactivated by disarming the area.

P "2 o ..;:-..: ::'
deash iuat e ek snh O
Slarm Bk b on
S bEll
FE L =
Jobe Srik

HACE

Warning, deactivated detector

11/ 44
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Menu: Areas

In the area menu the defined areas are set to armed and disarmed or any other status avail-
able. The numbers in the top line of the display mark which area out of the total number of
areas is currently shown. In the example below area 1 “entry hall” out of a total number of 8
areas is shown.

To switch to a different area use the up and down function keys on the panel or enter the
number of the requested area and press “E” (enter) to jump directly to the requested area
number.

=Rty khall

Af-pped

| back |
Area display; area 1 of 8 “entry hall”

If your user profile enables you to display area 2, you will reach the “ground floor” area by
one press on the “down” arrow of the key pad:

= BREH Tam rEH =
=k kRall afodied LoD |
= *
; APy S |
e | hack |

Area display; area 2 of 8, "ground floor”

Click the “up” arrow to return to the previous area.

Area option menu

If you press “select” on the area, you will enter the area options menu.
Generally, you have the following options available:

e Arm/disarm (depending on current area state)

e Test (normally only available if area is disarmed)

e Deactivate (normally only available if area is disarmed)

To select an option, move the cursor line up and down with you cursor keys. The current
selected option can be executed by pressing the “select” function key.



NOX System User manual V1.91 - January 2015

Example:

As visible in the display, this area is currently in status “armed”. By clicking the function key
“select”, the option menu will be shown.

T | ety hall
| LI Srred
=Pk khall
—
= o=t _ st
| Zelech |

To execute the setting, press the “select” function key again.

entrd hall (e

Af-rmedd
=t | all
—
‘ test i sarred

“entry hall” is now set to "disamed”

Test area

If you only want to know, if the area can be armed, please select the “test”.
The result of the area setting test will be shown.

- entrd hall
disarmned
AFming ofF
[:j> entrd hall
2K
tect can be
deact ivate  executed

Arm Errors

If it is not possible to arm an area, it will be shown on the control panel:
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Error

Description

Solution

Active detectors

There are active detectors in
that area

Try to get all detectors inactive

(e.g. close the doors and windows)

If this is not possible, deactivate those
detectors

Active alarms

There is one ore more active
alarms in the area

Acknowledge the alarms

In block time

The area is in block time

Wait until access time

Deactivate detectors

There are 2 ways of deactivating detectors:

1. You can choose to deactivate a detector if you are setting an area to armed, and a de-

tector is preventing you from arming (e.g. because the door is still open).

2. You can also deactivate one or multiple sensors in advance without the need of an area

setting problem.

To reactivate all disabled detectors in an area, simply disarm the area.

Deactivate detector when preventing arm

If you try to arm an area and one or more detectors are preventing this area to be armed
(e.g. a door has a mechanical problem or a movement detectors is defective), these detec-
tors can be deactivated.

Message. Arm-error

If you press select, you will get a list of detectors preventing the arming of the area.

Active detectors
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You can scroll through that list using the cursor keys.
To deactivate the selected detector, press “deact.”.

Confirmation of deactivation

If there are more detectors to deactivate, they will be shown if you press back.
If there are no more, you will get this message:

No more active detectors

NOTE:

Every time an area status is changed from “armed” to “disarmed” all previously
deactivated detectors in that area are reactivated. This is necessary to prevent
one from forgetting any deactivated detectors!

Any deactivated detectors will be shown in the warning menu. There you can
view when and by whom the detectors have been deactivated.
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Deactivate detectors in advance

Select the area in which you want to deactivate the detector. In the option menu, select the

option “deactivate”. You will see a list of detectors you are allowed to deactivate. Select the
detector you plan to deactivate.

erkry hall W
b B T T | Lsn—

ASlarm bt hon
ertrd kall
AT E:j> stater Closed

et
deactivate
| back |

Detector 1 out of 5 is displayed

Choose a detector from the list using the arrow keys or by entering the detector number and

pressing “E” (enter). You can also see the current (live) status of the detector (if input is
closed, open or sabotaged).

Trers

Alarm Bt b on
3 = = L | h§11 1
tate! Closed I:> state! Closed

Confirm deactivation of detector

To deactivate a detector press the function key “deact.”. Confirm that you really want to
deactivate this detector by pressing the “deact.” function key again.

NOTE:

Every time an area status is changed from “armed” to “disarmed” all previously
deactivated detectors in that area are reactivated. This is necessary to prevent
one from forgetting any deactivated detectors!

Any deactivated detectors will be shown in the warning menu. There you can
view when and by whom the detectors have been deactivated.



NOX System User manual V1.91 - January 2015

Access time

If the area is associated with an access time, users (with sufficient rights) have the option of
changing the day’s access time / closing time. This will cause no change in general, only in
regards to today’s closing time and thus the time of the automatic arming or lockout.

Store
cAccess until 15:00:

disatrmed

After choosing “Select”, the following display will show:
(only for users with the rights to prolong the access time)

Store
disarmned

arm
st
desctivate

o L e

Choose “Select” again, and you can delete the current access time with the "C” button, and
add a new time with the numeric keys. The latest possible time setting is 23 hours and 59
minutes after the current time.

Finish by pushing the “E” button. The new end time can immediately be seen in the area
status, in the line (Access until hh:mm).

If the system is equiped with a Key7 card reader, the same function can be performed on
the card reader’s keypad. This requires that it is set up for this purpose.

To postpone the access time on the Key7, enter the desired time directly (hour and minute),
and let a user with sufficient rights present his card to the reader.

Example:

Access time is wished postponed to 19.30.

Enter 1930 and present the card.

Important: Do NOT press the * key before the time.
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Menu: Logs

In the logs menu you can see the systems alarmlog, userlog and servicelog.

The following information is stored in the different logs:

Alarmlog: logs alarms and alarm acknowledgements
Userlog: logs the users area settings

Servicelogs: logs information needed for service personnel
All logs: all logs together

When you select the logs menu, an option menu will be shown, where you can select which
logs you want to see.

e
[ ==

LHserlog
seryvicelog
all logs

List of selectable logs.

The logging screen shows one log entry at the time. On the top row of the display the total
number of log entries is displayed. As you cycle through the list, the first number will always
show your current position within the list. All logs are shown from the most recent log entry
to the oldest.

Alarm log

(T (5 5 Pl [ P Pt P
waber alarm
Fakineg sustem
water detector
hieating susten

Alarm /og, log entry no. 3 out of 25

User log

el 1-~:1 SRR

lugm Wt Control Panel b Jahin
Srith & 10 BE BEE S

Ared entrg Fcll l:hGFIEIE'I:I 4]
dizaired by Johin Smith

User log
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Menu: User

The user menu allows you to modify existing user access codes, to delete and create user
codes. Most of the functions in this menu are restricted to users with complete access rights
— e.g. the owner of the system.

Adding a new user

Charyae
I:> delete

Selecting “add” in this menu starts a short dialog of four or five screens (depending on con-
figuration) where the software will ask you to enter a user name, a user-specific language
(only available if using a multi language system), access code and the predefined profile to
assign to the new user:

FiE Lssr Enter the name of the user, by using the
keypad. To select the different letters, press

HEernams:

the key multiple times until the requested

Feter_ character appears. Wait for a little while and
the cursor will move to the next position. If

you enter a wrong character, you can delete

it by pressing the “C" key on the keypad.

Few Lser Enter the code (normally between 4 and 8

Bote: digits).
If there is a problem with the selected code
BEOS_ (e.g. already in use by another person), this

error will be reported immediately.

. IQCE,
User code

After the user code is selected, you might
see a similar display called Card:

If this is the case, present the access card of
the user to a connected card reader.
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If you have a multi language system, you
can select the language of this user from the
list of available languages.

Choose user profile. The user profile defines
the rights of the user. See the system con-
figuration manual, for a description of the
available profiles, and which rights are as-
signed to the different user profiles.

Select user profile

Once finished, an overview of the new user
is shown. When you press “yes" this user
will be created in the system.

Overview

Delete user / Change user

If the option “change” or “delete” is selected, the control panel will ask you to select the user
to delete or modify. On the top line of the display is shown the number of the currently dis-
played user and the total number of users. Press the “up” and “down” keys to cycle through
the user list or enter the user number followed by “E” (enter) to jump directly to a specific

user.

S2leCt Lse o5

 Jokh Smith
Uollzuarifs

. | back |

%%dﬂmu%ﬂ%Mn&mM”

If you selected to delete the user, you will be asked to confirm the action.
If you selected "change”, the same dialogue as for the creation of a new user is shown.



NOX System User manual V1.91 - January 2015

Menu: Time profile

The time profile menu allows you to change existing time profiles, define new special days
and delete existing special days.

Simply select which function you want to execute.

Overview of time profiles

Example:

Time profile 1 Monday Access time 1
(08:00 - 10:00)
Tuesday Access time 1
(08:00 — 10:00)
Access time 2
(12:00 - 13:00)
Access time 3
(15:00 - 18:30)
Wednesday Access time 1
(08:00 - 10:00)
Thursday Access time 1
(07:30 - 11:50)
Access time 2
(15:30 — 18:00)
Friday Access time 1
(07:30 — 11:50)
Saturday No access time
Sunday No access time

Time profile 2

Every time profile can have its individual access times for every weekday.
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Change time profile

Select the time profile to be changed. Only the time profiles currently not in lock time are
visible (for safety reasons, it is not possible to change time profiles during lock time)

—

Select the time profile to change with the cursor keys

Since there can be a different time profile for each weekday, you will have to select the
weekday of which you want to change the time profile.

—

Every weekday can have multiple access times. Please select the access time you want to
change.

In the next step the current time of this access time is shown. If you want to change it, sim-
ply delete it with the “C" key and enter the new time.

=

22 /44
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In the same manner, you define the end time of the access time:

If you finished entering the data, a short overview of your changes is shown:

If you select save, the changes are saved.

Add free day (special day)

You can add special days (normally e.g. a holiday) or days with special access times in a
very easy manner:

=

Now you can enter the name of this day:

23/ 44
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I in the next step select the date of the day. When the screen is displayed for the first time,
the current date is selected. You can easily switch to a different day with your cursor keys.
You can also clear the date with the “C"” key and enter a new date.

Next you will have to enter the access time for this day. If you do not want to have any ac-
cess time for that day, just leave the field empty.

Next enter the end of the access time (only visible if start access time was not empty):

NOTE: For special days, it is only possible to add one single access time!

When you finished entering the times, an overview of this special day is shown:

if you press “save”, your new special day will be saved and that special day will be added to
all time profiles.
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Delete free day (special day)

You can also delete existing special days.

—

You can select a special day with the cursor keys. If you press delete, the system will ask
you to confirm the action.

If you press delete now, the special day will be removed from the system and also deleted
from all existing time profiles.

25/ 44
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Menu: Service

The service menu is only needed by service personnel to troubleshoot and to check the sys-
tem parameters. It is not accessible for normal users.

There are 4 service levels in which the system can be set.

Level 0:  Normal system operation

Level 1:  Turns off control panel beeper and siren (all other system operations will remain
the same).

Level 2: Like Level 1, but will turn off all alarm transmissions to the alarm monitoring sta-
tion except duress and personal attack. This service level is only available to spe-
cific service users.

Level 3: like Level 2, but turns off ALL alarm transmissions. This is normally used for sys-
tem update and is only available for specific service users.

If the system is in level 1, 2 or 3, the state is displayed on all control panels of the system.

Display of maintenance level

The service menu divides into two sub menus: “service mode” and “date/time”.
Users may often have access to “date/time” but access to “service mode” is restricted:
If service mode is turned off (level 0) only a short option menu is available:

!
SErvICE :>

Sub menu - service mode

SEPFICE mode

In this mode, you can only go to the service mode selection menu or set the current date /
time (only available if no DCF-77 clock is installed in the system and no block time is active
in the system)

If the service level is set to 1, 2 or 3 more options will be available:
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Change the service mode

Service mode menu

In the service mode menu, you can select which service level will be used.

Serice Off

mE e e
service level

Set date and time

Unless a DCF radio clock receiver device is installed in the system, the actual time and date
can be adjusted. This is done by accessing the service menu and then selecting “date/time”.

date
02.10.2002_ } 1021326
m. ﬂl@! EE T ,ll_'.]lj :,
Display: set date Display: set time
Input test

This function is facilitates adjustments during installation of detectors and is very useful for
troubleshooting. The inputs can be tested with relation to a specific detector or an entire
NOX alarm bus device.

e detector
Fer Uit

Input test main screen
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Detector test

The menu “per detector” allows you to see all status changes with its correspondent time on
one single detector:

«  Movemnent detector
10212545 alarm
10212544 0K
10812240 =larm
10:12:34 0K
10212232 alarm

| hack N

Movement detector 16, input screen

Advantage for the service personnel:
Start the detector test, go to the detector, come back to the control panel and check if the
status changes were logged correctly.

Device test per device

The menu “per unit” allows to check the function of a specific device connected to the NOX
alarm bus. Depending on the specific device, all available parameters are shown.

Fﬂ!m_l
o FOLEEE SUEELY
total powsrs 1S H
SACCUPOWEr S Brab, 1)
R H L T
fEpper st e P W] B2
ifie ok chargssein
PSU device input screen

E.g.: the PSU (Power Supply Unit) display shows the actual, total power consumed by the
entire system, it shows the actual accumulator voltage as well as temperature on the board,
DC input voltage, line Voltage status (AC in:ok) and whether the PSU is currently charging
the accumulators.

For devices like RE4 and IN4 the input test screen shows all in- and output status:

« 12St
input1o-13
|Gie | AL | i | Gid | o |
UBus=14.7U
| Back |

e.g.: IN4, input test display

28 /44
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Output test

The actual status of all outputs can be visualized in the service output test display:

Output test display

Show outputs

If you select “show outputs” you can see the current status of every output.

Test output

If you select “test output”, you will be able to test (set to on, off or blink) any output of the
system. Any output tests will be stopped, if you return to the output test menu.
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Replace device

If a device is broken, this device needs to be replaced. This can be done without using a PC
with configuration, simply using this function.

Scroll to the unit you want to replace and press “select”.

Now the current address is shown:

This address can now be edited. Simply enter the new address:

—

New address has been entered

If you entered a new address, a short overview is shown.

By pressing save, the device address will be replaced and used.

30/ 44
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PC Operation

Setup

The first time the program pcbedE.exe is started, it can, depending on the installation, be
setup with German language. If this is the case, go to the menu "Datei”, select “Sprache”
and the desired language, then press “Speichern” (save) to save.

1ll|NOX PC Control Panel V293¢ | 23 |
File ?
i ’ MLanguage | G |
®
NOXSYSTEMS Deutsch
Francais
Systern Login gﬁtn;]k
- Croatian
. |D Sit
System: | Bme =ie ﬂ Fortuguese
ltaliano
Code: ‘ Swenska
Cancel
Cancel Save
Connection to central 192.168.1.238

Next, go to file > settings. Enter the IP address of the NOX central and decide wether the
time of the central must be set by this PC. Select OK.

If the cursor starts to blink in the code field, the program has found the central. If not, there
must be an error in the connection or IP address.

From version 2.46 it is possible to connect with several installations (NOX centrals), if there
is a need for this. You can write a name for each central/system/installation.

m&mfigure connection | &3 |
Centrals
Save
Name IP Adresse MNew
N O, 010.010.017.011 i
[T RS i)
o |
Delete
| [
Settings
System name: |Demu Site Save
IP address/name: |192155-1 238 Cancel
[ Synchronize NOX central with time of this PC
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When starting the program, a drop-down menu will appear.

All| NOX PC Control Panel 23

File 7

NOXSYSTEMS

Systern Login

System: |DemD Site ﬂ

Code: |

[ ] corc

Connection to central 192.168.1.238

After entering an accepted access code, the main screen wil be displayed.

Al NOX PC Control Panel V2.93c - EXPO 2013 Final_temp - Simon Olsen == EOR =T
File Edit View ?
Areas Alarms (4)
No. Area name Status Date/Time Alarmtype Area Detector
1 Entrance armed || [z 0115175819 intrusion alarm Sales 8010-34 IR 34 Salg Em
2 Store disarmed 26.01.16 17:68:19 intrusion alarm Administration 6010-54 FIR 54 Administration
3 Feception armed 26.01.15 17:68:21 intrusion alarm Store 8010-5 PIR 05 Forretning
4 Classroom armed 26.01.16 17:68:22 werified alarm Store 6010-3 FIR 03 Forretning
5 Sales arned
B Archive armed
7 Cantine disarmed
8 Terasse armed
il Administration armed
10 Demo arrned
11 Server armed
13 Simons Yoss 01 closed
14 Simans Yoss 02 closed
15 Simons Yoss 03 closed
16 Demorum Idesco closed
Acknowled Ackall Prirt
17 Main Door Baran closed Smiligs cknowledge i
Date/Time Warning type Detectors / Areas User
26.01.1517:68:40 Deactivation FIR 14 Forretning T =
26.01.1517:53:43 Deactivation PIR 09 Forrething Administrator
Logs— | ‘iewby access [v' Automatic screen update
Date/Time Log
26.01.2015 17643 warning deactivated detectar PIR 08 Fonelning from user Administrator (8010-) Em
26.01.2015 17:69:40 warning deactivated detectar PIR 14 Forretning fram user Administratar (6010-14)
26.01.201517:58:22 wverified alarm PIR 03 Foreting in area Store (T10 &010-3)
26.01.2015 17:68:21 intrusion alarm FIR 06 Farretning in area Store (TI0 8010-5)
26.01.2015 17:58:19 intrugion alarm PIR 54 Administration in area Administration (TIO 8010-54)
THS information 26.01.2015 17:58:18 intrusion alarm PIR 34 Salg in area Sales (TIO 8010-34)
Py 26.01.201517:57.28 CPU LAN: connection to network established (Link)
No. Detector Temp. |Humidi
17 THS 21 E‘g 6% ol - 26.01.2015 17:57:00 systern startup V4 B85t (vZ) with IF 1921681102
: 26.01.2016 176416 CPU LAN: connection to netwark established (Link)
26.01.201517:53:51 syster statup v9.65t (v2) with IP192.168.1.102
Statstic ‘ | ‘ fom [26-01-2m5  + | wnif2e01-2015  v| [ mtamlog [ Userlog [~ Senicelog Print
Only show entries with text [ Export
2B jan. 2015 18:01:50

e On the left side of the window, all areas of the system are listed along their current
actual state.

o If there are any unacknowledged alarms, they will be shown in the upper right corner
of the screen. These alarms can be acknowledged one by one by selecting them with
the mouse, or all together.

e If there are any warnings, such as deactivated detectors or something else, they will
be shown in the center right window.

¢ In the bottom right window you will see the different logs with search functions.

e If you have installed temperature or humidity sensors, they are shown under the area
list, in the bottom left corner.
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Under menu item “Edit” you will find the possibility to edit:

All of this is naturally only accessible with sufficient rights assigned.

User manual

User codes and user profiles
Detectors and areas (change of name etc.)
Time profiles and special days

Service mode

Are
No|

Editing user codes

A setting made by the installer, can prevent access to this option.

User codes

Detectors / Areas
Timeprofile / Specialday

Service

arl

Classroom
Sales

Archive

Cantine
Terrasse
Adrministration
Demo

Senser

Simons Yoss 01
Simons Yoss 02
Simons Yoss 03
Demorum Idesco
Main Door Baran

This is the case if:

If this is the case, the option to edit user codes is greyed out.

m NOX PC Control Panel V2.93c - EXPO 2013_Final_temp - !

File View ?

disarmed
armed
armed
armed
arrmed
disarmed
armed
armed
armed
armed
closed
closed
closed
closed
closed

V1.91 - January 2015

The SIMS graphical management software is installed, which controls the overall

management of users.

or

The NoxUserSyncronizer program is installed.
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m User codes

User (26)

o (-5 e

User Info
Administrator

Administrator User

Anne Henriksen

Anton Sdrensen

asdasd

Chef User

cantrol

Helle Olsen

Jens Kant

Ole Andersen

Ole Hansen (OHA) 123123
Senice

Simon Andersen

Simon Chritensen

Sirnon Hansen

Simon Jensen

Simon Larsen

Sirnon Olsen

TEST

Test? Fhone 34343434
Test3

TEst4

TEST USer

test? test? (test?)

User

“era Jensen

User profile
Administrator
Administrator User
Administrator User
Administrator User
User

ChefUser

Control anly
Administrator User
Administrator User
Administrator User
User

Senvice
Administrator User
Administrator User
Adrministrator User
Administrator User
Administrator User
Administrator User
Administrator
Administratar
Administratar
Senvice
*Administrator User
User

User
Administrator User

Search

List
Without codes

With codes

“Without codes

With codes

Only with card
code

user profiles

Area groups

rights

Sort by
& Name (" User profile

Wiew

Only show users:

" Info

I— Show

Back

N
| omre |
==
it
o |
i
ot |
o |
N
e |

Select “New” for the creation of a new user, or select a name to edit existing user.
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Names are created or edited. The field called “Info” can be used for e.g. employee number
or title.

m New user @

User name: |Jc|hn Doe Additional areas with full access

Areas | Area groups
Info: |Master Chet

2. Store -

User code: |4557’398 Fiandom code 3. Receptian

4. Classroom

Cardcode: |254855?42 Pin: | Activate reader 5. Sales
6. Archive

User profile: |Chef User ﬂ 7. Canting
8. Terrasse

Language |Eng\ish ﬂ [ User disabled 9. Administration
10. Demo

[v Use Duresscode (lastdigit +1) 1. Server

d 12 ADK

13. Simons Voss 01
14. Simons Yoss 02

[ Onetime code: 15. Simons Yoss 03
16. Demorum Idesco

[ Limitvalidity 17. Main Door Baran
18. Aktratet | Forretning
19. Aktiviteti Salg v
Cancel ‘ Save ‘
New user screen

The user code is displayed, if this is choosen in the profile of the PC user.
The code can be created or edited.

The card code is only displayed, if there are card readers assigned to the installation.
The card code can be loaded via an USB table reader or one of the installed card readers.

Pin code, if used.
NB. There is no check for the existence of the same pin code.

User profile and language is choosen.

Use duress code: this can be removed. The installer can set up the system to generally not
make use of duress codes.

Limit validity: for temporary users. The code will remain in the system, but does not work
after the expiry of the validity period.

If the user profile does not give access to all areas, this may be changed individually for each
user, by selecting the extra area(s) the user needs access to. Afterwards the user will have
access to these areas aswell.

Exit the user edit menu with “"Save” to store the changes, or "Cancel” if you do not wish to
store the user changes/creation.
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Editing user profile

In the menu “User edit”, select “User profiles”. Here you can choose: New, Edit, Delete and
Copy profile (if a new user profile should be quite similar to an existing user profile).

m User profile @
user profile name: Adrministrator User Visible areas | Cancel ‘ Save ‘
areasetings acknowledge of alarms functions on control panel / PC
i " allwithoutsabo ¢ none @ all O define
T e T Sl e B seritesmen
5 Store ol rlghls | [ Only show alarms with right to acknowledge [+ acknowledge alarm [y e
[ acknowledge all alarms
3 Reception full rights o UEEu:UVEuEg\]ElEE(wunDEr |¥ change device
4 Classroom full rights Alarm [v service level 1
5 Sales full rights [v warnings [v service level 2
5 Archive full rights [+ Reactivate detectar v sewice level3
7 Cantine full rights ’7 ff
8 Terrasse full rights [v areas menu service of
9 Administration full rights [+ setings [¥ show systeminfo
10 Demo full rights [v test [v inputtest
1; i;r;er full rights [¥ Resetdetector [¥ outputtest
. [v' Showactive detectors
13 Simons Voss 01 full rights v disable at set error
14 Simons Voss 02 full rights. hd [+ disable (always) [v" Time profile
[¥" Extend access time [V Change
Area groups with full access [+ logs menu v MNew
o evezs [ alamlog [v Delete
o AllA v Userl
ess ¥ Userlog [v' Special days
W A eesss [ Only fram areas with access I Change
v Senicel
" Special Hl Sl [v New
¥ usermenu ¥ Delete
[ Change
disable of detectors [lDont shewcades [v" user profiles
@ standard ¢ none Coal ¢ define [ New [v Change
[ Delete ¥ New
[ Only change own code v Delete
limitation of profile userprafiles
profile works of: @ al ¢ define
all area full access v service off

[v service level 1
[v service level 2

rights [v service level 3
" complete none " special access time {timeprofile):
[~ time profile: | Tidsprofil ~| 0. shways access -

Acces if area
in block time

) 10 EEES Areas with access

NOX THS / AN @ AlAroas Cal @ define

[+ Change alamm levels ¢ Special " nane

There are many options here, and most should make sense without further explanation.
On the right hand side are the features a user will have rights to via his user profile.

At the bottom right you can limit the profile setup, by choosing:
e If the profile should have access to the system during service mode.
o If the profile should be imposed limitations via a time profile or always have access.
o If the profile has access to none, all, or special areas, with an associated time profile.

In the middle, you find the permits to the acknowledgement of alarms and deactivation of
detectors.

Note: Authoritazion to "All” acknowledgements and/or deactivations — gives the
user access to acknowledge alarms or deactivate detectors that otherwise would
be inaccessible.

On the left side, you select which areas the profile is authorized to operate.
Special permits can be defined. For example one can have access to arm, but not disarming.
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m Areas with access

New feature from version 2.54.

w1 Entrance
w2 Store

vl 3. Reception
w4 Classroom
w5 Sales

vl B. Archive

w8 Terasse

w19, Administration
wI10. Demo

w11, Server

w12 ADK

w113, Simans VYoss 01
¥14. Simons Voss 02
w15 Simons Voss 03
w16. Demarum desca
117 Main Door Baran

none all

=
o |

V1.91 - January 2015

caneet It is now possible to prevent an administrator

tion.

screen.

Area groups

It is possible to group users in an

"Area group”.

Finish editing by pressing “Save”.

from changing the right to add extra areas. Here
a (super)-user, that normally would have the
right to create users, can be subject to this limi-
tation. An administrator with full rights should
set up an administrator profile with this limita-

This field is found on the lower right side of the

This can be useful in installations where the areas are scattered. It can give a better way of
looking at the relevant areas. The installer must have created the first “Area group”, other-

wise this facility may not be used

in this program.

m User area group

Area groups

Areagroup 01

Area group

MName: |[Areagroup 01
Save

1. Entrance
¥ 2 Stare

3. Reception
¥ 4. Classroom

b Sales

B. Archive
(6|7, Cantine

8 Terrasse

9. Administration

10. Demo

11. Server

12. ADK

13. Simons Yoss 01

14. Simons Yoss 02

15. Simons Yoss 03

16. Demorum |desco

17. bdain Door Baran

Cancel

all

noneg

i

=X

Save

Cancel
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By clicking the button “Rights” you will get access to a list of the associated areas. Here you
can click on each single area to get a complete list of the users with access rights to that
particular area.

m rights
Areas Userwith access
No. Area name Administrator
1 Entrance ] Administrator User
2 Stare Anne Henriksen
3 Feception Anton S@rensen
4 Helle Olsen
5 Jens Kant
: COle Andersen
2 grch!ve Simon Andersen
antine . ;
Simon Chritensen
g Terrasse .
- A Simon Hansen
9 Administration Simon Jensen
10 Demo Simon Larsen
11 Server Sirnon Olsen
12 ADK TEST
13 SimonsYoss M Test?
14 Simons Yoss 02 Test3
15 Simons Yoss 03 TEST USer
16 Dermorurn ldesco “Wera Jensen
17 Main Door Baran

=5

Back
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In this menu you can make changes, that will affect how the system works.

e Area names can be changed
e Input names can be changed

e Inputs can be moved from one area to another. You need to know exactly what
this entails. Normally only the installer makes changes here.

m Detectors / Areas
Areas
No. Area name
2 Store
3 Reception
4 Classroom
5 Sales
4 Archive
7 Cantine
8 Terrasse
9 Administration
10 Derno
11 Server
12 ADK

13 Simons Yoss 01

14 Simons Yoss 02

15 Simons Yoss 03

16 Dermorurm ldesco

17 Main Door Baran

15 Altivitet | Forretning

19 Aktivitet i Salg

20 Aldivitet | Administration

Detectar

No. Address Detector name

Central PS5 mangler

Central ben

Central PS5 AC fel

Central PS5 AC fejl »30 minutter
Central PS5 Law akku sp.
Central PS5 Termperatur for haj
Central P55 Udgangsstram for haj
Central PSE Sikring 1

Central PS5 Sikring 2

Central PS5 Sikring 3

K.

Udtryk.

notused

ChMU ADK Eksempel

En

FIR 02 Personale indgang
PIR 03 Forretning
FIR 04 Farretning
PIR 05 Forretning
FIR 0B Forretning

Area name

|Entrance

Detector

Marne:
|PIR 01

|Staff Entrance

inarea:

|1 . Entrance ﬂ

i

Back

Frint

Arealist

Avrealistwith
detectors

Al
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Time profiles / Special days

In this menu, you can create and edit a time profile.

The time between the start and end time defines the access time.

A change in a time profil is valid for the future or until the next editing. However, a special
day will not affect an already initiated access time.

m Timeprofile / Specialday @
Time profile Special days
Time profile Name:  [TimaFrofile 04 Date Special day
Tidsprofi = Christmas Dey ==
Tidsprofil 2 Acoess limes 3101 New Years Day
Monday Tuesday ‘Wednesday
07:00-15:00 07:00-15:00 07:00-15:00

MNew | Delete [RE ‘ Delete MNew | ‘
Thursclay Friday Saturclay
07:00-15:00
MNew | Change| Delete |
MNew | ‘ Mew ‘ Delete MNew | ‘
Sunday Special days
Mew | Add | Remove |

Double-click to change time

m New time @

| im Access time
Check usage Delete MNew ‘
from |07:00 —— until 15:00 ——
[ Mo starttime [ Moendtime

: Sawve Cancel

This display shows the start and end time of an “Access time”. An access time can only go
past midnight if it has no end time. The following day should therefore have a marker in the

box “No start time”.
An alternative can be to set the end time to 23:59, and let the next day start with 00:00 —

then the access time will go past midnight.
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A time profile can be applied to all or selected user profiles and/or selected areas. Associa-
tion to areas are made by the system installer in Nox Config. Association to user profiles can
be done through PC operation. The button “Check usage” will show the associations of the
time profile.

m Usage of time profile @

TimeProfile 04

Used in areas Used inuser prafiles

No. Area name = User profile

Back

| [ | 4
Used in user profile areas

User profile No. Area name =

| [

Special days overrule the specified existing time profile on the choosen day(s). This means
special days are associated with the individual time profile.

Select the tab “Repeat time all days” to control a time schedule that is used over sever-
al days. You can choose if it is an annually returning event or only happens one particular
year. You can decide wether there should be no access, access all day long or access during
a specific time period on the special day. This must be done on future days, not an ongoing
day.

Used for public holidays and vacations.



NOX System User manual V1.91 - January 2015

Use the tab “From day/time to day/time” to create individual exceptions to a time profile.
Enter here the start date/time and end date/time as calendar items, and choose between no
access or full access.

Used for event management etc. This can be done at a time which has not yet occured. For
example a suddenly occurred situation, which demands access time past midnight, can be
created on the same day without problems.

When the special day has been created, it must be added to the selected time profiles.

m Timeprofile / Specialday @
Time profile Special days
Time profile Name:  [TimaFrofile 04 Date Special day Back
Tidsprafi 7 ChristmasDay T
Tidsprofil 2 Acoess limes 3101 MNew Years Day
TimeProfile 04 Monday Tuesday Wednesday
07:00-15:00 07:00-15:00 07:00-15:00
MNew | ‘ Mew ‘ | MNew | ‘
Thursclay Friday Saturclay
07:00-15:00 07:00-15:00
Special day
MName ‘Chrialmaa Day
e | ‘ e ‘ | e | ‘ Repesating 1 Time span }
Sunday Special days Rt
Christras Day fram |24,12, j until |25,12, j
® eachyear " onlyyear, 0
Accesstime
® never
" whale day
MNew | ‘ Add | Remove (" special
Double-click to change time
| [
Checkusage | || Delete | MNew Cancel

Press “Save” to keep your changes.
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The system can here be set in the displayed modes.

m Service

.

isenvice off
service level 1

service lewvel 2

i I B

service lewel 3

el

Turn anfoff service
mode

Cancel

View (active detectors)

Here you can see the current list of open inputs in the central.

V1.91 - January 2015

This can be very useful before an arming of the system, especially if there are many doors
and windows with alarm contacts. You can also print a list of the open circuits, to guide you

when you have to close the remaining open windows and doors.

m All active detectors of the system

(e

Area

Detectoradr. Detector name

State

Back |

2 Store 8010-h FIR 05 Forretning (231 open
3. Reception 801018 FIR 18 Reception (38) open
4. Classroom a010-23 FIR 23 Undervisning (41) open Print
5 Sales 8010-32 FIR 32 Salg (50) open
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If counters are installed in the system, the values can be read here. It may be the nhumber of
counted openings, or perhaps the number of persons present. The latter requires the use of

for example an “arrival card reader” and “leaving card reader”.

m Counters

Counters

Back

ame

Simons Yoss Dar 02
Simons Yoss Dar 03

Users

|

Print

This courter

All counters

i

[¥ ‘With users

Users

i
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